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����$OJHPHQH�LQIRUPDWLH

����:RRUG�YRRUDI
*HIHOLFLWHHUG�PHW�GH�DDQNRRS�YDQ�XZ�HLJHQ�]RQ�
QHVWURRPFHQWUDOH��+HW�V\VWHHP�VWHOW�X�LQ�VWDDW�RP�
VFKRQH�HOHNWULFLWHLW�RS�WH�ZHNNHQ�PHW�EHKXOS�YDQ�
GH�JHwQVWDOOHHUGH�]RQQHSDQHOHQ��6RODU�(OHFWULFLW\�
KHHIW�YRRU�X�HHQ�KRRJZDDUGLJH�VHW�VDPHQJHVWHOG�
ZDDUGRRU�X��]RQGHU�RPNLMNHQ�JURHQH�HQHUJLH�XLW�
]RQOLFKW�WH�JHQHUHUHQ�

8�GLHQW� ELM� KHW� SODDWVHQ� ]HOI� WH� ]RUJHQ� YRRU� XZ�
HLJHQ� YHLOLJKHLG�� 'H]H� KDQGOHLGLQJ� JHHIW� DOOHHQ�
HHQ�LQGLFDWLH�KRH�KHW�V\VWHHP�DDQJHVORWHQ�PRHW�
ZRUGHQ��6FKDNHO�DOWLMG�LHPDQG�PHW�HUYDULQJ�LQ�RP�
X�WH�EHJHOHLGHQ��YRRU�KHW�DDQVOXLWHQ�YDQ�GH�H[WUD�
JURHS�LV�KHW�]HOIV�QRRG]DNHOLMN�HHQ�HUYDUHQ�LQVWDO�
ODWHXU�LQ�WH�VFKDNHOHQ�

/HHV�ELM�SODDWVLQJ�RS�HHQ�SODW�GDN�RRN�KHW�EHWUHI�
IHQGH�LQVWDOODWLHYRRUVFKULIW�YRRU�KHW�PRQWDJHPD�
WHULDDO�DDQGDFKWLJ�GRRU�

����=RQQHVWURRP
=RQQHVWURRP�]DO�RS�GH�ODQJH�WHUPLMQ�HHQ�EHODQJ�
ULMNH�URO�LQ�RQ]H�HQHUJLHYRRU]LHQLQJ�VSHOHQ�
6DPHQ�PHW�DQGHUH�GXXU]DPH�HQHUJLHEURQQHQ�DOV�
ZLQG�HQ�ELRPDVVD�HQ�KHW�YRRU]LFKWLJ�HQ�VFKRRQ�
JHEUXLNHQ� YDQ� UHVWHUHQGH� IRVVLHOH� EUDQGVWRIIHQ��
]DO� KHW� JHEUXLN� YDQ� GH]H� WHFKQRORJLH� OHLGHQ� WRW�
HHQ�PLOLHXYULHQGHOLMNH�HQ�GXXU]DPH�HQHUJLHYRRU�
]LHQLQJ�

���� +RH� ZHUNW� KHW� RSZHNNHQ� YDQ� ]RQQH�
HQHUJLH"
=RQQHFHOOHQ�]HWWHQ��]RQ�OLFKW�GLUHFW�RP�LQ�HOHNWUL�
FLWHLW��0HHUGHUH�]RQQHFHOOHQ�YRUPHQ�VDPHQ�HHQ�
]RQQHSDQHHO��(U�]LMQ�SDQHOHQ�LQ�DOOHUOHL�VRRUWHQ�HQ�
PDWHQ�YHUNULMJEDDU��DIKDQNHOLMN�YDQ�KHW�JHEUXLN��
6RODU�(OHFWULFLW\�VWHOW�YRRU�LHGHU�VSHFL¿HN�SURMHFW�
GH�PHHVW� RSWLPDOH� V\VWHHPRSORVVLQJ� VDPHQ� RS�
EDVLV� YDQ� JHGHJHQ� NHQQLV� HQ� HUYDULQJ� LQ� GH]H�
WHFKQRORJLH�

����(HQ�]RQQHVWURRPV\VWHHP
(HQ�FRPSOHHW�]RQQHVWURRPV\VWHHP�EHVWDDW�QDDVW�
GH�]RQQHSDQHOHQ�XLW�HHQ�GUDDJFRQVWUXFWLH��NDEHOV�
HQ�HHQ�RPYRUPHU��GLH�GH�RSJHZHNWH�JHOLMNVWURRP�
YDQ� GH� ]RQQHFHO� RP]HW� LQ� ���� 9ROW� ZLVVHOVSDQ�
QLQJ��JHVFKLNW�YRRU�WHUXJOHYHULQJ�DDQ�KHW�QHW��'H�

RSJHZHNWH� HOHNWULFLWHLW� NDQ� GLUHFW� JHEUXLNW�ZRU�
GHQ�LQ�KHW�SDQG�ZDDU�GH�LQVWDOODWLH�JHSODDWVW� LV��
2YHUWROOLJH�HQHUJLH�ZRUGW�DDQ�KHW�HOHNWULFLWHLWVQHW�
WHUXJ�JHOHYHUG��%LM�HHQ�WH�ODJH�]RQLQVWUDOLQJ�ZRUGW�
JHZRRQ�HOHNWULFLWHLW�YDQ�KHW�HOHNWULFLWHLWVQHW�JH�
EUXLNW�

����=RQQHSDQHOHQ
'H� ]RQQHSDQHOHQ� ]LMQ� RSJHERXZG� XLW� ��� KRRJ�
UHQGHPHQW����,QFK��0XOWL�NULVWDOOLMQ�VLOLFLXP�]RQ�
QHFHOOHQ�� +HW� YHUPRJHQ� YDQ� KHW� SDQHHO� RS� HHQ�
ZLOOHNHXULJ�PRPHQW�LV�DIKDQNHOLMN�YDQ�GH�KRHYHHO�
KHLG�OLFKW�GLH�HU�RS�YDOW�HQ�GH�WHPSHUDWXXU�YDQ�KHW�
SDQHHO��+HW�SDQHHO�OHYHUW�RQGHU�]RJHQDDPGH�67&�
�6WDQGDDUG�7HVW�&RQGLWLHV��HHQ�PD[LPDDO�YHUPR�
JHQ�YDQ�����:�RI�����:��9RRU�LHGHU�]RQQHSDQHHO�
JHOGW�HHQ�YHUPRJHQVJDUDQWLH�YDQ����MDDU��

����$OJHPHHQ
'H]H�KDQGOHLGLQJ�EHJHOHLGW� X� VWDS�YRRU� VWDS�ELM�
GH�PRQWDJH�YDQ�KHW�]RQQH�HQHUJLHV\VWHHP�YRRU�
SDUWLFXOLHUHQ� YDQ� 6RODU� (OHFWULFLW\�� /HHV� YRRUGDW�
X�EHJLQW�GH]H�KDQGOHLGLQJ�HHUVW�DDQGDFKWLJ�GRRU�
RP�IRXWHQ�WH�YRRUNRPHQ�
9RRU�GH�PRQWDJH�YDQ�GH�]RQQHSDQHOHQ�ZHUNW�X�
KRRJ�RS�KHW�GDN��'LW�EUHQJW�ULVLFR¶V�PHW�]LFK�PHH�
HQ� GH� YHLOLJKHLG� ]DO� ELM� GH�ZHUN]DDPKHGHQ� GDQ�
RRN� DOWLMG� YRRURS� VWDDQ�� 9RHU� GDDURP� GH�ZHUN�
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]DDPKHGHQ�QLHW�XLW�PHW�KDUGH�ZLQG�RI� UHJHQ�HQ�
]RUJ�YRRU�DIGRHQGH�YHLOLJKHLGVYRRU]LHQLQJHQ�
9ROJ� GH� DDQZLM]LQJHQ� LQ� GH]H� KDQGOHLGLQJ� VWULNW��
RS��
:HUN�WHYHQV�PHW�WZHH�SHUVRQHQ��QLHW�DOOHHQ�YRRU�
XZ�YHLOLJKHLG�PDDU�RRN�YRRU�KHW�JHPDN�
&RQWUROHHU�YRRUGDW�X�EHJLQW�GH�ERXZNXQGLJH�VWDDW�
YDQ�KHW�GDN��,QGLHQ�GLW�QLHW�LQ�RUGH�LV�PRHW�X�HHUVW�
KHW�GDN�LQ�JRHGH�FRQGLWLH�ODWHQ�EUHQJHQ�GRRU�HHQ�
GDNGHNNHU��'LW�LV�LQ�KHW�EHODQJ�YDQ�XZ�HLJHQ�YHLOLJ�
KHLG��PDDU�RRN�YDQ�GLH�YDQ�DQGHUHQ�

���0DWHULDOHQ

����0DWHULDOHQ
�� $DQWDO�]RQQHSDQHOHQ�LQFOXVLHI�NDEHO
�� 9HUOHQJNDEHO�YDQ������PHWHU��]ZDUW�
�� 9HUOHQJNDEHO�YDQ������PHWHU���]ZDUW�PHW�WHNVW�

5('�
�� 2PYRUPHU
�� 0RQWDJHPDWHULDDO�SODW�GDN��OHW�HU�RS�GDW�X�ELM�

DOXPLQLXP� PRQWDJHEHXJHOV� ]HOI� ]RUJ� PRHW�
GUDJHQ� YRRU� YROGRHQGH� EDOODVW��� 6RODU%HDU� LV�
HHQ�PRQWDJHEHXJHO�PHW�EDOODVW�LQ�ppQ�

����%HQRGLJGH�JHUHHGVFKDSSHQ�HQ�PDWHULDOHQ
�� /DGGHU� RI� VWHLJHU� YRRU� KHW� EHWUHGHQ� YDQ� KHW�

GDN
�� /DGGHUOLIWMH�YRRU�KHW�YHUWLFDDO�WUDQVSRUW
�� %RRUPDFKLQH�RI�DFFX�ERRUPDFKLQH
�� 5LQJ�GRS�VOHXWHOV
�� 6RODU*ULS��RSWLH�ELM�JHEUXLN�6RODU%HDU�
�� +DQGJHUHHGVFKDS

���,QVWDOOHUHQ

����%HWUHGLQJ�YDQ�KHW�GDN
$OV�X�HHQ�ODGGHU�JHEUXLNW�RP�KHW�SODWWH�GDN�WH�EH�
WUHGHQ��SODDWV�GH]H�GDQ�RS�HHQ�YODNNH�VWHYLJH�RQ�
GHUJURQG��=RUJ�GDW�GH�ODGGHU�QLHW�NDQ�ZHJ]DNNHQ�
RI�ZHJJOLMGHQ��3ODDWV�GH�ODGGHU�RQGHU�HHQ�KRHN�GLH�
JURRW� JHQRHJ� LV� HQ� ]RUJ� HUYRRU� GDW� GH� ODGGHU� ��
PHWHU�ERYHQ�GH�GDNUDQG�XLWVWHHNW��

����3ODDWVLQJ�RS�KHW�GDN
'H� HHUVWH� VWDS� YRRU� GH�PRQWDJH� YDQ� GH� ]RQQH�

SDQHOHQ� LV�KHW�YDVWVWHOOHQ�YDQ�GH�SODDWV�YDQ�KHW�
V\VWHHP�� 9RRU� KHW� V\VWHHP� GLHQW� YROGRHQGH� RS�
SHUYODN�EHVFKLNEDDU� WH� ]LMQ� HQ�JHRULsQWHHUG� WXV�
VHQ�KHW�]XLGRRVWHQ�HQ�KHW�]XLGZHVWHQ��/HW�GDDU�
ELM�RS�VFKDGXZHQ�YDQ�DQGHUH�JHERXZHQ��ERPHQ��
VFKRRUVWHQHQ� HQ� YHQWLODWLHSLMSHQ�� 6FKDGXZ� YHU�
PLQGHUW� GH�RSEUHQJVW� YDQ�KHW� V\VWHHP�DDQ]LHQ�
OLMN��+RXGW�WHYHQV�UHNHQLQJ�PHW�GH�SODDWV�YDQ�GH�
NDEHOGRRUYRHU�� 'H� PD[LPDOH� DIVWDQG� WXVVHQ� GH�
]RQQHSDQHOHQ�HQ�GH�RPYRUPHU�LV�ELM�GH�VWDQGDDUG�
OHQJWH�YHUOHQJ�NDEHO�����PHWHU��+HW�GDN�GLHQW�YRRU�
KHW�SODDWVHQ�VFKRRQ�WH�]LMQ�HQ�YULM�YDQ�LMV�
'H�]RQQHSDQHOHQ�GLHQHQ�PLQLPDDO����FP�YDQ�GH�
GDNUDQG�JHSODDWVW�WH�ZRUGHQ��DQGHUV��PRHW�HU�HHQ�
YHUJXQQLQJ�ELM�GH�JHPHHQWH�DDQJHYUDDJG�ZRUGHQ��
2P�VFKDGXZ�YDQ�KHW�HQH�RS�KHW�DQGHUH�SDQHHO�WH�
YRRUNRPHQ�GLHQW�LHGHUH�ULM�SDQHOHQ�DFKWHU�GH�HHUVW�
ULM�SDQHOHQ�RS�PLQLPDDO���PHWHU�DIVWDQG�DFKWHU�GH�
YRRUJDDQGH�ULM�JHSODDWVW�WH�ZRUGHQ�
6WDQGDDUG� OHYHUW� 6RODU� (OHFWULFLW\� 6\VWHPV� PHW�
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KDDU� SODW� GDN� PRQWDJH� V\VWHHP� 6RODU%HDU�� KHW�
V\VWHHP�GDW�EHVWDDW�XLW�EDOODVW�HQ�PRQWDJH�EHX�
JHO���+HW�LV�HFKWHU�RRN�PRJHOLMN�GDW�X�HHQ�DQGHU�
�DOXPLQLXP��PRQWDJH�V\VWHHP�KHHIW�EHVWHOG���OHW�
HU�GDQ�RS�GDW�X�]HOI�YROGRHQGH�EDOODVW�WHJHOV�EH�
VFKLNEDDU�KHHIW�YRRU�KHW�YHU]ZDUHQ�YDQ�KHW�V\V�
WHHP���

9ROJ�GH�YROJHQGH�YRRUVFKULIWHQ�VWULNW�RS�YRRU�KHW�
SODDWVHQ�PHW�

�� 6RODU%HDU�LQVWDOODWLHYRRUVFKULIW��6(3�������
� �]LH�GH�ZHEVLWH�YDQ�6(6�
�� /LJKWER[��EDOODVWYRRUVFKULIW�KRRIGVWXN���
�� )ODW¿[�HFR��EDOODVWYRRUVFKULIW�KRRIGVWXN���

����0RQWHUHQ�YDQ�GH�SDQHHONDEHOV
'H�SDQHOHQ�]LMQ�XLWJHUXVW�PHW�HHQ�NRUWH�NDEHO�HQ�
ZDWHUGLFKWH�VWHNNHUV�YDQ�KHW�PHUN�0XOWL�&RQWDFW��
6WHHN�GH�SOXV�YDQ�KHW�HQH�HQ�GH�PLQ�YDQ�KHW�DQ�
GHUH�SDQHHO�LQ�HONDDU��=RUJ�HU�KLHUELM�YRRU�GDW�GH�
YHUJUHQGHOLQJ� JRHG� LQ� HONDDU� NOLNW�� 2PGDW� ULMHQ�
]RQQHSDQHOHQ� DFKWHU� HONDDU� RS� HHQ� DIVWDQG� YDQ�
��PHWHU�YDQ�HONDDU�VWDDQ� LV�HHQ�YHUOHQJNDEHOWMH�
QRGLJ�YDQ�FD����PHWHU��*HHI�ELM�XZ�EHVWHOOLQJ�GDQ�
RRN� DOWLMG� GXLGHOLMN� DDQ� KRHYHHO� ULMHQ� SDQHOHQ� X�
JDDW�SODDWVHQ�RI�KRHYHHO�YHUOHQJNDEHOWMHV�X�QRGLJ�
KHHIW�

+HW�YHUELQGHQ�YDQ�GH�SDQHOHQ�GRHW�X�WRWGDW�X�ELM�
KHW� ODDWVWH� SDQHHO� YDQ�GH� VWULQJ�EHQW� JHNRPHQ���
/DDW�GH�OHQJWH�YDQ�LHGHUH��VWULQJ�GRRU�HHQ�HUYDUHQ�
LQVWDOODWHXU�DGYLVHXU�EHSDOHQ��9DQDI�KHW�HHUVWH�HQ�
KHW�ODDWVWH�SDQHHO�LQ�GH�VWULQJ�JDDW�X�PHW�GH�YHU�
OHQJNDEHOV�QDDU�GH�RPYRUPHU�WRH�

=RUJ�HUYRRU�GDW�GH�VWHNNHUYHUELQGLQJ�QLHW�LQ�HHQ�
SODV�PHW�ZDWHU�NDQ�NRPHQ� WH� OLJJHQ��DOV�HU�ZHO�
ZDWHU�RS�KHW�GDN�EOLMIW�VWDDQ�NXQW�X�GH�VWHNNHU�
YHUELQGLQJ�LHWV�RSELQGHQ���=RUJ�HU�RRN�YRRU�GDW�GH�
EHNDEHOLQJ�QLHW�NDQ�EHVFKDGLJHQ�RI�ZRUGHQ�³DDQ�
JHYUHWHQ´��EY�GRRU��JHEUXLN�YDQ�HHQ�PDQWHOEXLV�
YRRU�GH�ODQJHUH�NDEHOV�HQ�KHW�ZDDU�QRGLJ�RSELQ�
GHQ�YDQ�NRUWHUH�NDEHOV�
'H�SDQHOHQ�ZRUGHQ�DDQJHVORWHQ�LQ�HHQ�VWULQJ��LQ�
VHULH��� 'LW� EHWHNHQW� GDW� GH� RSHQ� NOHPVSDQQLQJ�
�8RF�� ELM� HHQ� ODQJH� VWULQJ� ÀLQN� NDQ� RSORSHQ� WRW�
����9�RI�PHHU���/DDW�GLW�DDQVOXLWHQ�GDQ�RRN�XLWYRH�
UHQ�GRRU�HHQ�HUYDUHQ�LQVWDOODWHXU�

����0RQWHUHQ�YDQ�GH�RPYRUPHU

����0RQWHUHQ�YDQ�GH�RPYRUPHU
=RUJ�ELM�KHW�PRQWHUHQ�YDQ�GH�RPYRUPHUV�GDW�GH�
UXLPWH�URQGRP�GH�RPYRUPHU�YULM�HQ�JRHG�JHYHQ�
WLOHHUG�LV��'LW�EHYRUGHUW�GH�ZHUNLQJ�HQ�KHW�UHQGH�
PHQW�YDQ�GH�RPYRUPHU�

����$DQVOXLWHQ�YDQ�GH�RPYRUPHU
'H�RPYRUPHU�GLHQW�H[DFW�DDQJHVORWHQ�HQ� LQ�JH�
EUXLN�WH�ZRUGHQ�JHQRPHQ�DOV�DDQJHJHYHQ�LQ�KHW�
LQVWDOODWLH�YRRUVFKULIW�YDQ�GH�RPYRUPHU��DDQZH]LJ�
LQ�GH�RPYRUPHU�YHUSDNNLQJ��
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����%DOODVWJHJHYHQV

6RODU%HDU�LV�EHYHVWLJLQJ�HQ�EDOODVW�LQ�HHQ��9RRU�GH�DOXPLQLXP�EHYHVWLJLQJVEHXJHO�GLHQW�X�]HOI�EDOODVW�
�WHJHOV��DDQ�WH�VFKDIIHQ��,QGLHQ�JHZHQVW�NDQ�6RODU�(OHFWULFLW\�X�KLHU�YHUGHU�RYHU�DGYLVHUHQ��

����9RRU�ÀDW¿[�(FR�JHOGW�KHW�YROJHQGH�
�
*HERXZKRRJWH
�� ��WRW���PHWHU� ���NJ��LQ�WRWDDO���WHJHOV�SHU�SDQHHO��LHGHU�SUR¿HO���WHJHOV�YDQ���[��[����FP�
�� ��WRW���PHWHU� ���NJ��LQ�WRWDDO����WHJHOV�SHU�SDQHHO��LHGHU�SUR¿HO���WHJHOV�YDQ���[��[����FP�
�� ��WRW���PHWHU� ����NJ��LQ�WRWDDO����WHJHOV�SHU�SDQHHO��LHGHU�SUR¿HO���WHJHOV�YDQ���[��[����FP�
�
�
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����9RRU�GH�OLJKWER[HQ�JHOGW�
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��2YHULJH�LQIRUPDWLH

����2QGHUKRXG
+HW� ]RQQHVWURRPV\VWHHP� KHHIW� YULMZHO� JHHQ� RQ�
GHUKRXG�QRGLJ��+HW� LV�ZHO� UDDG]DDP�RP���[�SHU�
MDDU�DOOH�RQGHUGHOHQ�YDQ�GH�FRQVWUXFWLH�HQ�GH�DDQ�
VOXLWLQJHQ�WH�EHNLMNHQ��EHYHVWLJLQJVERXWHQ��ORFDWLH�
YDQ� GH� SDQHOHQ�� VWHNNHUYHUELQGLQJHQ�� RPYRUPHU�
H�G���

+HW�]RQQHSDQHHO�VWDDW�RS�HHQ�KHOOLQJ�RSJHVWHOG�GLH�
JURRW�JHQRHJ�LV�RP�KHW�SDQHHO�VFKRRQ�WH�VSRHOHQ�
ELM� LHGHUH� UHJHQEXL�� 7RFK� NDQ� KHW� ]R� ]LMQ� GDW� QD�
YHUORRS�YDQ� WLMG� RS�HHQ�YDQ�GH�SDQHOHQ�ZDW�YXLO�
DFKWHU�EOLMIW��:DQQHHU�GLW�KHW�JHYDO� LV��NXQW�X�GH�
SDQHOHQ�GHVJHZHQVW�PHW�HHQ�YRFKWLJH�GRHN�DIQH�
PHQ��+HW� JHEUXLN� YDQ� VFKRRQPDDNPLGGHOHQ�PHW�
HHQ�RSORVVHQGH�RI�VWHUN�UHLQLJHQGH�ZHUNLQJ�ZRUGW�
WHQ�VWUHQJVWH�DIJHUDGHQ��'LW�NDQ�HYHQWXHHO�OHLGHQ�
WRW�EHVFKDGLJLQJ�YDQ�GH� LQNDSVHOLQJ�YDQ�GH�]RQ�
QHFHOOHQ�

(YHQWXHHO�EHQRGLJGH�ZHUN]DDPKHGHQ�DDQ�GH�SD�
QHOHQ�� GH� RPYRUPHU� HQ�� RI� DDQVOXLWGRRV� GLHQHQ�
XLWJHYRHUG� WH� ZRUGHQ� GRRU� HHQ� ODQGHOLMN� HUNHQG�
HOHNWURWHFKQLVFK�EHGULMI��1HHPW�X�KLHUYRRU�FRQWDFW�
RS� PHW� 6RODU� (OHFWULFLW\� 6\VWHPV� E�Y��� WHOHIRRQ�
QXPPHU��������������

����*DUDQWLH
9RRU�GH�]RQQHSDQHOHQ�JHOGW�HHQ�YHUPRJHQVJDUDQ�
WLH�YDQ�����YDQ�KHW�PD[LPDDO�YHUPRJHQ�WRW����
MDDU�QD�GH�IDEULFDJH��

2S�GH�RPYRUPHU�JHOGW�HHQ�JDUDQWLH�YDQ���MDDU��,Q�
JHYDO�YDQ�GHIHFWHQ�NXQW�X�FRQWDFW�RSQHPHQ�PHW�
6RODU�(OHFWULFLW\�

:LM�ZHQVHQ�X�YHHO�]RQQLJH�GDJHQ�HQ�SOH]LHU�PHW�
XZ�GXXU]DDP�=RQQHVWURRPV\VWHHP�

9RRU�YUDJHQ�DGYLVHUHQ�ZLM�X�FRQWDFW�RS�WH�QHPHQ�
PHW�6RODU�(OHFWULFLW\�6\VWHPV�
LQIR#VRODUHOHFWULFLW\�QX�RI��������������


